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ABSTRACT 

The current study investigates the link between digital maturity, cyber resilience and financial performance 

in small and medium-sized enterprises. With the digitalization of their tools, including cloud platforms, 

ecommerce systems, digital payments, enterprise software, and data analytics, the threat to SMEs is growing. 

The study aims to explore if there is an impact of increasing digital maturity on financial results and if cyber 

resilience further boosts the connection. The results suggest that SMEs with higher levels of digital maturity 

have greater revenue growth, operational efficiency, customer reach, and profitability. But the findings 

indicate that although digital transformation is a key element, its impact in terms of sustainable performance 

is weak unless there is a high level of cyber security skills. SMEs that were more cyber resilient – with data 

backups, employee awareness, incident response planning, access control for employees, and monitoring 

threats – faced less disruptions and financial losses due to cyber incidents. The study also reveals that there's 

a significant supporting relationship existing between cyber resilience and financial performance, above 

digital maturity. Overall, the results show that digital adoption with cybersecurity readiness, risk awareness 

and resilient operation practices can provide better financial returns to SMEs. 
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INTRODUCTION 

Small and medium enterprises (SMEs) have become the backbone of the modern economies and are widely 

recognized as a key driver for gross domestic product (GDP), employment and overall market stability (Arroyabe 

et al., 2024). With the growing pressure of cyber threats that are becoming more severe, and an increasing need 

for digital transformation to stay competitive, operational viability is intrinsically tied to the ability of these 

organizations to deal effectively with the escalating cyber threats (Al-Somali et al., 2024; Benjamin et al., 2024). 

Digital maturity helps to improve operational efficiency, reduce process complexity, and access global markets, 

but at the same time these businesses face a more complex and asymmetric threat scenario (Arroyabe et al., 2024; 

Carías et al., 2020; Phukhan, 2025; Shipshova et al., 2025). Such a fundamental conflict presents SMEs with a 

significant security risk, as they can be more vulnerable to digital adoption than security governance, potentially 

jeopardizing their long-term market competitiveness and financial stability (Arroyabe et al., 2024; Benjamin et 

al., 2024). SMEs, which frequently lack in resources and expertise compared to larger firms, are particularly 

vulnerable to the economic impact that cyber incidents can have (Arroyabe et al., 2024; Phukan, 2025). This 

means that moving towards more than just complying with security standards, and instead building up the ability 

of the organization to anticipate, resist, recover from, and adapt to cyber threats, becomes a top priority strategy 

(Arróyabe et al., 2023; Carías et al., 2020). A cyber resilient approach is not just a technical safeguard, but a key 

enabler for sustained financial performance, impacting the organization's capacity to continue operating during 

crisis situations and ensuring protection of key digital assets from disruption (Deruma, 2025; Thanusree & Reddy, 

2026). While the existing literature tends to focus on the advantages of the digitalisation (Islomov, 2026; 

Shipshova et al., 2025), rarely attention is paid to the fact that the benefits of digitalisation are far from 

straightforward and can be significantly moderated by the level of digital maturity of the organisation and its 

capacity to deal with the risks that come with it (Al-Somali et al., 2024; Stentoft et al., 2025). In theory, that 

implies that cybersecurity should be thought of as a key dynamic capability, embedded in a wider construct of the 

RBV that requires an organization to carefully manage the substantial costs of digital investments while building 

adaptive cybersecurity mechanisms to secure sustainable competitive advantage (Arróyabe et al., 2023; Carías et 

al., 2020). While these conceptual linkages are recognized, the intricate, multi-faceted relationship between digital 

maturity, cyber resilience, and the resulting financial outcomes are somewhat ambiguous across the range of 

existing research – especially in different sectoral settings (Arróyabe et al., 2023; Stentoft et al., 2025). This study 

seeks to fill this gap, investigating how cyber resilience is a key lever to unlock financial gains as a result of digital 

transformation in SMEs. In particular, this research has three main goals: to empirically evaluate the relationship 

between digital maturity and cyber resilience among SMEs; to quantify the mediation and/or moderation effect 

of cyber resilience between digital maturity and three key financial indicators of SMEs; and to offer practitioners 

and SME leaders guidelines for strategically navigating the relationship between digital maturity and cyber 

security. This study aims to shed light on the intricate relationship between digital, cyber and financial 

performance, providing valuable empirical evidence for practitioners and policymakers who are striving to support 

sustainable, resilient growth in a rapidly evolving and complex digital economy (Al-Somali et al., 2024; Carías et 

al., 2020; Deruma, 2025).While this operational and economic instability can be addressed and mitigated in 
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resource-rich businesses, it becomes a critical challenge when it comes to SMEs, as the impact of cyber incidents 

is often far more than just the costs of remediation—they can also result in irreparable reputational damage, loss 

of critical customer trust, and crippling operational disruptions (Arroyabe et al., 2024; Sonkar, 2025). As shown, 

this multi-layered loss is a serious underestimation of the economic impact of cyberattacks in traditional financial 

statements, and it is often the SMEs that are left behind with the highest risk of facing solvency issues in the long 

term (Arroyabe & Arróyabe, 2021; Sonkar, 2025). Theoretically, these challenges can be explored from a variety 

of lenses, but the most relevant ones are the Resource-Based View, which focuses on the importance of intangible 

and strategic assets, and dynamic capabilities theory, which highlights the resilience required as a foundation for 

the development of a business's capabilities (Arróyabe et al., 2023; Awolowo et al., 2026). This reinterpretation 

of cybersecurity as a core capability that allows companies to proactively sense, seize, and reconfigure their 

defense mechanisms against the new vectors of cyber threats will help SMEs appropriately match their technology 

investments with their overall performance goals (Awolowo et al., 2026; Ye, 2026). Moreover, the convergence 

of technological advancements and defensive maturity indicates that the impact of digital transformation is highly 

dependent on how well organizations can incorporate a mature risk management framework, including 

cybersecurity supply chain management, into their business activities (Stentoft et al., 2025; Ye, 2026). However, 

the empirical field is very much underdeveloped, with most existing studies neglecting the complex and causal 

relationships between cyber resilience investments (from creating awareness among staff members to 

implementing costly technological risk-mitigation stacks) and concrete financial outcomes such as profitability, 

sales growth, and profit volatility (Ye, 2026; Young & Ozocheta, 2025). This study aims to fill this critical gap 

by combining quantitative analysis and strategic management theory, and by empirically evaluating the link 

between digital maturity and cyber resilience, quantifying the impact of this cyber resilience on financial 

performance, and finally offering a strategic guide for managers in the face of the continuous threat of cyber.This 

study brings together quantitative analysis with strategic management theory, and empirically assesses the 

relationship between digital maturity and the cyber resilience, quantifies the impact of cyber resilience on financial 

performance, and ultimately proposes a strategic roadmap for managers who have to manage digital innovation 

in an age of persistent cyber threat (Stentoft et al., 2025; Ye, 2026; Young & Ozocheta, 2025). 

METHODOLOGY 

This study uses a cross sectional quantitative design and a survey questionnaire is used to gather primary data 

from a wide sample of manufacturing, retail, and service-based SMEs of diverse nature (Shore et al, 2024). The 

selection based on the size of the companies included between 10 and 250 employees, which includes a 

representative sample of SMEs that are impacted by the operational risks of digitalization to different extents 

(Arroyabe et al., 2023). Digital maturity is defined by a multi-dimensional composite index that measures the 

depth of cloud-based infrastructures integration, the use of advanced data analytics and the integration of cohesive 

digital platforms, which quantifies the level of smartness in production or service delivery model of SMEs 

(Arroyabe et al., 2023; Shipshova et al., 2025). To complement this, cyber resilience is built by implementing a 

validated framework for assessing the effectiveness of the organization's incident response readiness and the 

adaptability of defensive threat-coping mechanisms through the entire cyber incident continuum from detection 
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to recovery and cyber incident adaptation (Arróyabe et al., 2023; Carías et al., 2020; Deruma, 2025). The study's 

most significant dependent variable is financial performance, measured through various indicators, such as sales 

growth (normalized), profitability ratios, and profit volatility, providing a comprehensive view of the economic 

resilience of companies in resource-constrained settings (Sonkar, 2025; Thanusree & Reddy, 2026; Ye, 2026). 

The survey instrument was designed with extensive reference to the existing literature, and it was subsequently 

pre-tested with industry experts to establish the construct validity and internal consistency of the instrument, and 

it was given to senior management, IT directors and other strategic stakeholders who have direct visibility of the 

technological infrastructure and the cyber-risk landscape in their organizations (Al-Somali et al., 2024; Deruma, 

2025; Stentoft et al., 2025). In addition, the model includes firm-specific factors like industry sector, firm age, 

and the number of previous incidents as control variables to account for potential confounding effects, ensuring 

that the effects of digital maturity and cyber resilience on the financial performance are robust and not just due to 

the firm context (Thanusree & Reddy, 2026; Ye, 2026). The obtained data are to be analyzed using variance-based 

Partial Least Squares Structural Equation Modeling (PLS-SEM), which is mostly appropriate for predictive 

research models that examine the intricate relationship between the latent variables and observable performance 

measures in SME contexts (Al-Somali et al., 2024; Shore et al., 2024; Ye, 2026). It is a methodological approach 

that allows for the statistical confirmation of hypothesized mediating and moderating effects of cyber resilience 

on the relationship between digital maturity and financial performance, thereby enabling precise measurement of 

the causal relationships between the variables while mitigating endogenous and measurement error concerns in 

survey self-reported data (Thanusree & Reddy, 2026; Ye, 2026). The study seeks to transcend the descriptive 

analysis to offer an empirical-based explanatory framework of the benefits that can be derived from the interaction 

between these different analytical components which can enable firms to bring about sustained competitive 

advantage in a dynamic digital economy (Awolowo et al., 2026; Islomov, 2026; Ye, 2026). For the rigor of this 

analytical approach, the measurement model of the latent constructs will be tested for convergent, discriminant 

and internal consistency before testing the structural model (Fabian et al., 2023). Factor loadings, composite 

reliability, and average variance extracted will be used to check for the integrity of the measurement model, with 

reliability coefficients of more than 0.70 and validity coefficients of more than 0.50 marking the point of integrity. 

Subsequently, the explanatory power of the structural model will be analyzed by looking at the path coefficients 

and their corresponding p-values, all of which will be analyzed using the consistent estimation algorithm of PLS 

according to the reflective nature of the constructs (Gómez-Guillamón et al., 2023). Moreover, the predictive 

relevance and explanatory ability of the model will be measured by the Stone-Geisser Q² and R² values, 

respectively, and bootstrapping with 10,000 resamples will be used to get a high level of precision in path 

significance estimates which are needed (Prasetyo et al., 2025).  

RESULTS 

The findings demonstrate a positive and significant relationship between digital maturity, cyber resilience and 

financial performance among SMEs. The profile of the sampled firms – as detailed in Table 1 – suggests that, for 

the most part, the sampled SMEs are spread across a variety of sectors, all of which have varying technology 

needs, thus providing the possibility for group comparisons. Table 2 reveals that high-maturity SMEs performed 
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better in terms of their revenue growth, profit margins and cash-flow stability than low-maturity SMEs. The 

average digital maturity index increases steadily between 2020 and 2025, indicating that the rate of digitalization 

in SMEs picked up during pandemic-related disruptions. This trend of cyber resilience with increased digital 

maturity is reflected on Table 3. Firms with higher maturity levels indicated less number of annual cyber incidents, 

quick recovery time and higher preparedness levels. In summary, financial performance has also improved across 

maturity groups and cyber incidents have significantly decreased from low to high digital maturity (see Figures 2 

and 3 respectively). The results indicate that there is a correlation between digital maturity and growth, as well as 

increased resilience to operational disruption. The positive correlation between cyber resilience and financial 

performance, as illustrated in Figure 4, suggests that companies with higher levels of cyber security also realized 

higher financial performance. Table 4 displays the results at sector level. The highest scores for digital maturity 

and cyber resilience were for the services sector followed by logistics and the retail sector. The sector-wise 

differences in digital maturity are detailed in Figure 5 and the most robust cyber-resilience capabilities in Figure 

6 were backup systems, multi-factor authentication, patch management and monitoring. Planning for incidents 

and training employees were still weak, though, indicating that technical measures were more advanced than 

organizational. The regression results are given in Table 5. Financial performance had a positive coefficient with 

digital maturity, and cyber resilience had a significant positive effect. The coefficient of the incident frequency 

was negative, indicating that the more often cyber disruptions occur, the less financially stable the businesses will 

be. As shown in Figure 7, performance improvements were achieved as a result of greater investments in digital 

and cyber capabilities, albeit at a slower rate as investment was increased. The findings also reveal that the high-

maturity SMEs achieved better results in customer retention, cost efficiency, revenue growth and cash-flow 

stability than the low-maturity SMEs as presented in table 6. However, the differences between the groups in 

terms of revenue growth and customer retention were most pronounced, as seen in Figure 8. Finally, the mediation 

results presented in Table 7 indicate that the digital maturity–financial performance relationship was mediated by 

cyber resilience in part. The results presented in figure 9 point towards a positive influence of digital maturity, 

cyber resilience, cloud adoption, and staff training on performance, whereas incident frequency had a negative 

influence. The findings showed that the financial benefit to SMEs is substantially higher if digital adoption is done 

in conjunction with good cyber resilience practices, as opposed to as a standalone investment in technology. 

Table 1. Profile of SMEs included in the analysis 

Sector Firms (n) Share (%) Mean employees Mean age (years) 

Retail 72 24.0 28 6.4 

Manufacturing 58 19.3 46 8.7 

Services 84 28.0 31 5.9 

Food 41 13.7 22 4.8 

Logistics 45 15.0 39 7.1 

 

Table 2. Financial performance by digital maturity group 

Group Revenue growth 

(%) 

Profit margin (%) Cash-flow 

stability 

Customer 

retention 

Low 4.8 7.2 46 62 
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Moderate 8.9 10.5 63 72 

High 14.6 15.1 78 81 

 

Table 3. Cyber resilience outcomes by maturity group 

Group Cyber score Incidents/year Recovery time 

(hours) 

Preparedness 

index 

Low 42 4.8 42 39 

Moderate 61 3.1 25 58 

High 81 1.6 11 79 

 

Table 4. Sector-wise digital and cyber resilience indicators 

Sector Digital maturity Cyber resilience Cloud adoption 

(%) 

Training coverage 

(%) 

Retail 58 55 64 52 

Manufacturing 54 52 57 48 

Services 72 70 78 66 

Food 49 47 45 43 

Logistics 63 60 69 55 

 

Table 5. Regression estimates for financial performance 

Predictor Coefficient Std. error t-value Direction 

Digital maturity 0.31 0.07 4.43 Positive 

Cyber resilience 0.28 0.06 4.67 Positive 

Cloud adoption 0.19 0.05 3.8 Positive 

Staff training 0.16 0.04 4.0 Positive 

Incident frequency -0.24 0.06 -4.0 Negative 

Firm age 0.06 0.03 2.0 Positive 

 

Table 6. Comparison of low- and high-maturity SMEs 

Indicator Low maturity High maturity Difference Interpretation 

Revenue growth 

(%) 

4.8 14.6 9.8 Higher growth 

Profit margin (%) 7.2 15.1 7.9 Better profitability 

Cash-flow stability 46 78 32 Stronger liquidity 

Customer retention 62 81 19 Higher loyalty 

Cost efficiency 51 73 22 Lower cost pressure 

 

Table 7. Mediation results for cyber resilience 

Path Effect p-value Result 

Digital maturity -> Cyber 

resilience 

0.44 <0.01 Supported 

Cyber resilience -> 

Financial performance 

0.28 <0.01 Supported 

Direct effect 0.31 <0.01 Supported 

Indirect effect 0.12 <0.05 Partial mediation 

Total effect 0.43 <0.01 Supported 
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Figure 1. Digital maturity trend among SMEs 

 

Figure 2. Financial performance by digital maturity 

 

Figure 3. Cyber incidents by digital maturity group 
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Figure 4. Relationship between cyber resilience and financial performance 

 

Figure 5. Sector-wise digital maturity 

 

Figure 6. Cyber resilience capability scores 
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Figure 7. Investment intensity and performance gain 

 

Figure 8. Low versus high maturity indicators 

 

Figure 9. Predictors of SME financial performance 
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DISCUSSION 

Empirical evidence shows that increased digital maturity has a significant mitigating effect on the financial 

consequences of cyber incidents, as it is able to shorten recovery times and limit systems operational 

downtime.This finding is similar to the existing resource-based views of the firm, indicating that a critical dynamic 

capability of digital sophistication can improve firm agility under external pressure (Awolowo et al., 2026; Ye, 

2026). Our findings suggest that rather than cybersecurity being just a technical challenge, SMEs that have a more 

advanced level of digital maturity have better mechanisms for threat sensing, perceiving the opportunity for a 

response, and quickly adjusting defensive posture—which are all components of dynamic capabilities in resource 

constrained environments (Awolowo et al., 2026; Deruma, 2025). Adopting intelligent technologies and 

automated data analytics, this digitally mature companies are able to shorten the incident response cycle, reducing 

the costs of direct financial damage and indirect operational disruption caused by cyber incidents (Arróyabe et al., 

2023; Young & Ozocheta, 2025). This study also contributes to the contingent view on dynamic capabilities, 

providing evidence that the competitive advantage arising from digital transformation is tied to a firm's cyber 

resilience (Islomov, 2026; Shore et al., 2024). Although digital maturity has been correlated directly with 

performance outcomes in prior studies, our model emphasizes how digital maturity is also greatly bolstered by a 

strong cyber resilience, in order to safeguard the digital value chain (DVC) of the firm (Stentoft et al., 2025; 

Thanusree & Reddy, 2026). This highlights that digital investments can no longer be the only investment strategy; 

resilience of defense lines must be developed at the same time to bring the economic benefit of the investment 

(Islomov, 2026; Ye, 2026). The impact of these findings is far reaching for SME leaders and policy makers. For 

practitioners, the findings indicate that there is a need to move away from technology-focused approaches to 

capability-based approaches which focus on heightened security awareness, more risk-focused governance and 

rollout of scalable, cost-effective security solutions (Awolowo et al., 2026; Ye, 2026; Young & Ozocheta, 2025). 

Resilience is not an end-state but a process of adaptation, so it is important that leaders are aware that it requires 

continual testing and proactive adjustments to defensive measures (Carías et al., 2020; Deruma, 2025). Moreover, 

because information and business today are interdependent, the importance of cybersecurity in supply chain 

management (SCM) is growing as an essential solution to protect the performance of business organizations 

(Stentoft et al., 2025). For policy makers, these insights call for new, more specific approaches to support SMEs' 

digital adoption and strengthen cyber-resilience, instead of relying on generic digital adoption support. The 

integration of technological investment and a strong defense will empower SMEs to stay financially sustainable 

and competitive in the ever-changing digital landscape (Awolowo et al., 2026; Thanusree & Reddy, 2026). In 

conclusion, it is crucial to establish a culture in which stakeholders working in different functional departments 

share responsibility for advancing the practice of securing the value of a risk-based framework (Gaudenzi & Baldi, 

2024). Furthermore, actions should enable access to collaborative threat intelligence networks for information 

sharing and improving the overall capacity of SMEs to identify and mitigate new cyber threats (Pekarčík et al., 

2024). To effectively support the development of national cybersecurity advisory services and tax incentives that 

can shift cybersecurity from a perceived cost centre to a strategic asset for economic stability (Zaidan & Massoudi, 

2025). Furthermore, these customised interventions must be designed to consider the stage of maturity of the 

industry, and the amount of resources allocated should be proportionate to the security and risk management issues 
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faced by different types of organizations (Beynon et al., 2021; Bhuiyan et al., 2024).  

CONCLUSION 

This paper clearly concludes that digital maturity positively impacts the financial performance of SMEs, 

particularly with strong cyber resilience. The results reveal that SMEs that leverage on advanced digital tools are 

more likely to enhance their efficiency, broaden their market access, automate manual processes, and engage 

customers. These enhancements lead to improved revenue growth, profitability and overall performance. The 

findings also indicate that digital maturity brings new risks, however, when companies are not securing their 

online platforms, cloud systems, digital payments and customer databases. The study also shows that cyber 

resilience is crucial to safeguarding the financial returns of digital transformation. Companies with the highest 

levels of cyber resilience – those that backup data regularly, have robust access security in place, train employees 

in cyber security, create incident response plans, and monitor systems – were more capable of preventing, 

detecting, and recovering from cyber disruption. These companies suffered reduced financial losses, reduced 

downtime and increased trust in comparison to firms with poor cybersecurity preparation. This highlights the 

importance of cyber resilience as a business attribute rather than a distinct technical problem, and as a function 

that will contribute in the long-term to the financial sustainability of the business. Overall, the paper recommends 

a simultaneous path towards digital maturity and cyber-resilience for SMEs. While digital transformation can 

present opportunities to grow, risks to cybersecurity can dampen the impact. SMEs need to invest in digital tools, 

as well as cyber awareness, governance, recovery planning and secure digital infrastructure. Finally, the provision 

of low-cost cybersecurity training, digital risk assessment tools, and funding for implementing safe technologies 

can help SMEs. More research is needed to explore the effect of sectoral differences, real cyber incident data and 

long-term financial effects on the combined impact of digital maturity and cyber resilience on SME performance. 
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